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Internet	
  safety:	
  	
  
just	
  one	
  more	
  challenge	
  



hJp://bulldozer00.com/tag/mba/	
  

hJp://
pippashcos.blogspot.pt/
2011/03/to-­‐be-­‐sage-­‐on-­‐
stage.html	
  





Bringing	
  eSafety	
  
into	
  school	
  policies	
  

and	
  everyday	
  
teaching	
  and	
  
learning	
  	
  



ICT	
  teachers	
  
Some	
  classes/	
  
courses	
  

The	
  whole	
  
community	
  

Na+onal	
  
organiza+ons	
  /	
  
resources	
  



Access	
  to	
  and	
  
use	
  of…	
  

•  computers	
  
•  smartphones	
  
•  tablets	
  

Private	
  area	
  

•  Passwords	
  
•  Privacy	
  
(defini+ons)	
  

• Online	
  
reputa+on	
  

• Ne+queJe	
  
•  Cyberbullying	
  
•  Sex+ng	
  

School	
  area	
  

•  School	
  
reputa+on	
  

•  Copyright	
  
•  Plagiarism	
  
•  Interac+on	
  
with	
  the	
  
community	
  

•  Infrastruture	
  	
  

An	
  Acceptable	
  Use	
  Policy	
  would	
  would	
  
regulate…	
  

hJp://www.webwise.ie/WebwiseAUPGuidelines.pdf	
  



What we need to learn and teach	
  

“Building	
  digital	
  competence	
  by	
  embedding	
  and	
  
learning	
  ICT	
  should	
  start	
  as	
  early	
  as	
  possible,	
  i.e.	
  
in	
  primary	
  educa+on,	
  by	
  learning	
  to	
  use	
  digital	
  
tools	
  cri+cally,	
  confidently	
  and	
  crea+vely,	
  with	
  
aJen+on	
  paid	
  to	
  security,	
  safety,	
  and	
  privacy.”	
  
	
  	
  

Digital Competence for Lifelong Learning, EC Joint Research Centre 2008 

Digital	
  
ci@zenship	
  



Digital	
  
competences	
  

Informa@on	
  

Communica@on	
  

Content	
  
crea@on	
  Safety	
  

Problem	
  solving	
  

in	
  A	
  framework	
  for	
  developing	
  and	
  understanding	
  digital	
  
competence	
  in	
  Europe,	
  IPTS,	
  2013	
  



Digital	
  
Literacy	
  

Cultural	
  and	
  
social	
  	
  

understanding	
  
Cri@cal	
  thinking	
  	
  
and	
  evalua@on	
  

Func@onal	
  
skills	
  

Crea@vity	
  	
  

E	
  -­‐	
  safety	
  

Effec@ve	
  
communica@on	
  

Collabora@on	
  

The	
  ability	
  to	
  
find	
  and	
  select	
  
informa@on	
  

hJp://www2.futurelab.org.uk/resources/
documents/handbooks/digital_literacy.pdf	
  



hJp://blog.core-­‐ed.org/blog/2011/05/digital-­‐ci+zenship-­‐part-­‐2.html	
  



INAPPROPRIATE	
  	
  	
  USES	
  
OR	
  	
  	
  ONLINE	
  	
  	
  
BEHAVIOUR	
  

hJp://www.youtube.com/watch?
v=aDycZH0CA4I	
  



hJp://pwdtest.cases.lu/?lang=en	
  

hJps://howsecureismypassword.net/	
  	
  

Check	
  and	
  improve	
  your	
  passwords!	
  





hJps://www.youtube.com/watch?feature=player_embedded&v=_o8auwnJtqE	
  

Social	
  media	
  and	
  online	
  privacy	
  



Don’t	
  publish	
  what	
  
you	
  wouldn’t	
  want	
  
your	
  parents	
  or	
  
teachers	
  to	
  see!	
  



What	
  are	
  
you	
  doing	
  
online?	
  



hJp://www.youtube.com/watch?v=zlM-­‐
YuUQ3Ms	
  



hJp://www.independent.co.uk/news/uk/home-­‐news/
cyberbullying-­‐now-­‐just-­‐a-­‐part-­‐of-­‐life-­‐most-­‐children-­‐
believe-­‐8892995.html?
utm_source=indynewsleJer&utm_medium=email21102013	
  

hJp://www.bbc.co.uk/news/
uk-­‐england-­‐
leicestershire-­‐23584769	
  



hJp://www.ny+mes.com/
2013/10/16/us/felony-­‐
charges-­‐for-­‐2-­‐girls-­‐in-­‐suicide-­‐
of-­‐bullied-­‐12-­‐year-­‐old-­‐
rebecca-­‐sedwick.html?
smid=r-­‐
ny+mes&WT.z_sma=US_FCF
_20131015&_r=0	
  



The	
  Insafe	
  helpline	
  network	
  comprises	
  30	
  helplines	
  from	
  around	
  the	
  EU,	
  
plus	
  Iceland,	
  Norway	
  and	
  Russia.	
  Helplines	
  play	
  an	
  important	
  role	
  in:	
  
	
  -­‐	
  responding	
  to	
  the	
  ques+ons	
  and	
  concerns	
  of	
  young	
  people	
  linked	
  to	
  
their	
  experiences	
  online	
  or	
  	
  harmful	
  or	
  inappropriate	
  content	
  they	
  
encounter;	
  
-­‐	
  keeping	
  the	
  na+onal	
  awareness	
  centre	
  informed	
  about	
  emerging	
  
trends	
  and	
  issues,	
  hence	
  contribu+ng	
  to	
  the	
  development	
  of	
  
awareness-­‐raising	
  programmes	
  and	
  resources.	
  	
  



hJp://www.saferinternet.org/c/document_library/get_file?
uuid=3a961441-­‐a70b-­‐461f-­‐aebb-­‐7b2634c5ff2b&groupId=10137	
  



hJp://www.beatbullying.org/	
  





A	
  campaign	
  against	
  hate	
  speech	
  online	
  in	
  all	
  its	
  forms,	
  (…)	
  including	
  forms	
  of	
  cyber-­‐
bullying	
  and	
  cyber-­‐hate.	
  	
  
It	
  is	
  based	
  upon	
  human	
  rights	
  educa+on,	
  youth	
  media	
  literacy.	
  	
  
It	
  aims	
  at	
  reducing	
  hate	
  speech	
  and	
  at	
  comba+ng,	
  racism	
  and	
  discrimina+on	
  in	
  their	
  
online	
  expression;	
  raising	
  awareness	
  about	
  these	
  phenomena	
  is	
  the	
  first	
  objec+ve	
  
of	
  the	
  campaign.	
  

hJp://www.onlinehatespeechconference.org/
2013/07/09/the-­‐no-­‐hate-­‐speech-­‐movement/	
  

hJp://www.youtube.com/watch?v=jZljgsRnTgU	
  



Use	
  your	
  mobile	
  devices	
  wisely	
  in	
  class!	
  





hJp://grandstreetlibraryela.wikispaces.com/Plagiarism	
  

Plagiarism	
  and	
  copyright	
  



hJp://www.teachingcopyright.org/resources	
  

hJp://www.cyberbee.com/cb_copyright.swf	
  

hJp://www.digizen.org/digicentral/copyright.aspx	
  

hJp://crea+vecommons.org/	
  



hJp://www.plagiarism.org/	
  

hJp://www.scanmyessay.com/	
  

hJp://turni+n.com/en_us/features/originalitycheck	
  



Resources	
  

hJp://www.saferinternet.org/	
  



Resources	
  

hJp://mediaeduca+onlab.com/code-­‐best-­‐
prac+ces-­‐fair-­‐use-­‐media-­‐literacy-­‐educa+on-­‐0	
  

hJp://www.unesco.org/new/en/communica+on-­‐and-­‐informa+on/
resources/publica+ons-­‐and-­‐communica+on-­‐materials/publica+ons/full-­‐
list/media-­‐and-­‐informa+on-­‐literacy-­‐curriculum-­‐for-­‐teachers/	
  



hJp://www2.futurelab.org.uk/resources/documents/
handbooks/digital_literacy.pdf	
  

hJp://www.dubestemmer.no/filestore/
Dokumenter/en_Engelsk/Dubestemmer_EN.pdf	
  	
  

Resources	
  



hJp://webwewant.eu/handbookdownload/handbook/	
  

hJp://sta+c.googleusercontent.com/external_content/
untrusted_dlcp/www.google.com/en//intl/en/goodtoknow/
pdfs/booklet.pdf	
  	
  

Resources	
  



Resources	
  

hJp://www.commonsensemedia.org/	
  



http://www.edutopia.org/cyberbullying-internet-digital-citizenship-resources    

Resources	
  



hJp://www.thinkuknow.co.uk/	
  

Resources	
  



hJp://www.microsow.com/security/online-­‐privacy/reputa+on.aspx	
  

Resources	
  



hJp://www.saferinternetday.org/c/document_library/get_file?
uuid=15f5f3ac-­‐e6bb-­‐4760-­‐b6b0-­‐eb4ca46a9829&groupId=10136	
  

hJp://www.youtube.com/watch?v=bh20w33ptg0	
  



hJp://www.saferinternetday.org/web/guest	
  



hJp://www.seguranet.pt/como-­‐par+cipar	
   hJp://www.esafetylabel.eu/web/guest	
  



Thank	
  you!	
  
	
  
limaluisa5@gmail.com	
  	
  

hJps://twiJer.com/limaluisa5	
  
hJp://www.scoop.it/t/teach-­‐and-­‐
tech	
  


