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Bringing eSafety
into school policies
and everyday
teaching and
learning

CPDLab

CPDLab Training Courses
for Secondary Schools

Teacher Professional Development
for the Digital Age
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An Acceptable Use Policy would would
regulate...

e computers
e smartphones
e tablets

web i

Webwise AUP Guidelines

Developing internet policy in your school

ional Centre for Technology in Ed i
2012

http://www.webwise.ie/WebwiseAUPGuidelines.pdf

e Passwords
e Privacy
(definitions)

e Online
reputation

e Netiquette
e Cyberbullying
e Sexting

e School
reputation

e Copyright
e Plagiarism

¢ |nteraction
with the
community

e Infrastruture



What we need to learn and teach

“Building digital competence by embedding and
learning ICT should start as early as possible, i.e.
in primary education, by learning to use digital
tools critically, confidently and creatively, with
attention paid to security, safety, and privacy.”

Digital Competence for Lifelong Learning, EC Joint Research Centre 2008

Digital “... the confident and critical use of ICT
for work, leisure, learning and

CiﬁzenShip communication” EU



Problem solving

Communication

Digital
competences

Content
creation

in A framework for developing and understanding digital
competence in Europe, IPTS, 2013



- http://www2.futurelab.org.uk/resources/
documents/handbooks/digital literacy.pdf




There is no 'real world' and 'digital world'

There is no separation
. . digital spaces are
REAL spaces

graham@ogilviedesign.co.uk

http://blog.core-ed.org/blog/2011/05/digital-citizenship-part-2.html




INAPPROPRIATE USES
OR ONLINE

http://www.youtube.com/watch?
v=aDycZHOCAA4|




Check and improve your passwords!

=} - JSECURE

TEST YOUR PASSWORD STRENGTH

http://pwdtest.cases.lu/?lang=en

HOW SECURE IS MY PASSWORD?

https://howsecureismypassword.net/




rPassword strengths against different brute-rorce attacks

... standard attack ? 38 minutes
... distributed attack ? instantly Hﬂw SEEURE IS MY PASSW“RD?

... attack with the most powerful computer on earth instantly

Itwould take a desktop PC about

11 minutes

to crack your password

[Tweet Result]

Password strengths against different brute-force attacks

... standard attack ? 1x1 07 IUEIE

.. distributed attack 2 4x104 millennia

... attack with the most powerful computer on earth 782.4 centuries




Social media and online privacy

-
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https://www.youtube.com/watch?feature=player embedded&v= o8auwnlJtgE




Don’t publish what
you wouldn’t want
your parents or
teachers to see!
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What are

yvou doing
aSkﬁﬂ online?

& chatroulette™







British Expat In Portugal

Your.QROPSchoices.com/HMRC-listed

iﬁni?%nm

NISWEE VOICES SPORT TECH LIFE PROPERTY ARTS & ENTS TRAVEL MONEY  INDY

Avoid Losing 55% of Your UK Pension Download a F

UK~ | Worldv | Business¥ | People¥ | Science | Environment¥ | Media¥ | Technology | Education¥ | Obituaries | I

News = UK = Home News

Cg%gl’-bull)l}fl{ng now just a part of life, mostgzrers
cniiaren pelieve
B o o | NEWS LeicESTER |
Four in 10 parents said they are too ignorant to deal with the problemn ke

. Home QUG Africa Asia Europe Latin America Mid-East US & Canada Business Health Sci/Envi
online abuse - :
England Northernlreland @ Scotland @ Wales ' UK Politics ' Education

News Sport  Weather Capital Culture Auto:

ATEY DL MARSORGAR | MONDAY 21 OCTORER 2ot 6 August 2013 Last updated at 14:03 GMT EO=8
http://www.independent.co.uk/news/uk/home-news/ Hannah Smith death Father SayS_
cyberbullying-now-just-a-part-of-life-most-children- daughter was victim of cyberbullies

believe-8892995.html?
utm source=indynewsletter&utm medium=email21102013

http://www.bbc.co.uk/news/

Hannah's father told the BBC’s Sian Lloyd that he was both grieving and
uk-england- angry
leicestershire-23584769

A 14.year-old Leicestershire girl killed herself after being bullied

on a social networking site, her father has claimed. Related Stories
Hannah Smith, from Lutterworth, was found hanged on Friday ‘Web bully' death site
helps inquiry

Her father Dave Smith, wrote on Facebook that he found bullying posts Is cyberbullying a
on his daughter's ask.fm page from people telling her to die. feminist issue?

Facehnok 'mav allow'



Felony Counts for 2 in Suicide of Bullied 12-Year-Old

By LIZETTE ALVAREZ
Published: October 15, 2013

MIAMI — For the Polk County sheriff’s office, which has been CACEROOK
investigating the cyberbullying suicide of a 12-vear-old Florida girl, W TWITTER
the Facebook comment was impossible to disregard. % GoooLE+
@, Enlarge This Image  In Internet shorthand it began “Yes, 8 save
B ik” — I know — “I bullied Rebecca nd g emar
she killed herself.” The writer -
concluded that she didn’t care, using
an obscenity to make the point and a D PrINT
heart as a perverse flourish. Five B rerriNTS

weeks ago, Rebecca Ann Sedwick, a
seventh grader in Lakeland in central

Florida, jumped to her death from an
abandoned cement factory silo after
enduring a vear, on and off, of face-
to-face and online bullying.

The Facebook post, Sheriff Grady Judd of Polk County said,

Rebecca Sedwick committed suicide

last month after being repeatedly was so offensive that he decided to move forward with the
bullied in person and online. 2013/10/16/us/felony-

http://www.nytimes.com/

arrest immediately rather than continue to gather charges-for-2-girls-in-suicide-

evidence. With a probable cause affidavit in hand, he sent of-bullied-12-year-old-

Connect With
Us on Twitter
Follow

his deputies Monday night to arrest two girls, calling them rebecca-sedwick.html?
@NYTNational for the “primary harassers.” The first, a 14-ye.ar-old, is the 0f1e sml'd=fb-

breaking news and who posted the comment Saturday, he said. The second is nytimes&WT.z_sma=US_FCF
headlines. her friend, and Rebecca’s former best friend, a 12-year-old. ~20131015& r=0




The Insafe helpline network comprises 30 helplines from around the EU,
plus Iceland, Norway and Russia. Helplines play an important role in:

- responding to the questions and concerns of young people linked to
their experiences online or harmful or inappropriate content they
encounter;

- keeping the national awareness centre informed about emerging
trends and issues, hence contributing to the development of
awareness-raising programmes and resources.

Linha Alerta &

internet

fegura@pt
Inicio B 5= Pesqu
Inicio |nt
Denuncie Contetidos Ilegais
Quem Somos S a
Missio Por favor introduza abaixo a informacio sobre o contelido ilegal que pretende reportar.

Para fazer uma denuncia mais completa, por favor clique AQUI.

Noticias
e Introduza o URL com o conteddo a
Contetidos Multimédia denunciar. E
Este campo pode também ser
FAQ URL: & utilizado para reportar contetidos
partihados através de protocolos

Enderecos Uteis P2P (ex: link ed2k, torrent, etc...)

SEGURANCA NA INTERNET! S |
http://LinhaAjuda.internetsegura.pt Guia de Seguranga 5 3% 4, |
E: LinhaAjuda@internetsegura.pt ‘ _ Introduzs o texto que seenconra s imager] | Q’
% DIAS UTEIS das 14 as 19 horas CD:::::;:Z?;MMS ® Campo Obrigatrio

Apologia do Racismo




Insafe helplines: making a difference to the lives of

children and young people online
(Reporting period: January - March 2013)

Insafe helpline contacts® by topic:

Commercial nsksithreats

ééxual harassment
l;;ri‘\}acy (abuse of privacy)
;)rlil‘ino reputation

;r;\;acy (how to protect it)
éx:essive use

;-érimo

;’;fenﬁally harmful content
71

Cyberbullying

A

Love/relationships/sexuality

Technical settings

http://www.saferinternet.org/c/document library/get file?
uuid=3a961441-a70b-461f-aebb-7b2634c5ff2b&groupld=10137




Beat ABOUT WHO IS
Bullying THISSITE  ON HERE?

WELCOME TO BEATBULLYING

Get help and support from our online mentors and
counsellors, whenever and wherever you need it. Join us
and stay in touch with all the latest campaign updates.

CAMPAIGN ADVICE FUNDRAISE

CHAT ROOM O

12:08 good_sian
i like histoy

12:08 good_sian
*history

fo) o)) 1208 KevinD

12:09 StaceyCasey
!

This is a demonstration of the chat feed.

PROTECTING SAFETY DO SOMETHING MEDIA

YOU CENTRE POSITIVE ROOM Registo

Forgot password?

ARE YOU READY FOR
ANTI-BULLYING WEEK? ’
Get your wristbands

and resources now! o

WHO'S ONLINE NOW ©  INEEDHELP

I NEED TO TALK

| NEED HELP ON
THE SITE

I'M WORRIED
ABOUT SOMEONE

http://www.beatbullying.org/




And Who Am |I?
That's one secret I'll never tell

. Gossip Girl Bragancga shared a Timeline.
-Faz "magia" no Académico

E quem ainda se lembra de como a- adora o académico?
Foram 3 4 ou 5? na verdade acho que ndo € segredo para
ninguém

gossiF girl

&) Like Mes

Gossip Girl Braganca que o numero da sorte da - deve ser o 8! sim porque foi com
Like This Page - 25 June este numero que ela achou que deveria acabar a sua noite.

Ndo podemos dizer que seja um record nacional, mas acho que
todos concordamos que € um numero que impde ja algum

Oh e quem sera este novo par, apanhado em respeito.

braganga? Parabéns- e esperamos que venham mais dessas noites! de

deixo-vos adivinhar! certeza que 0s rapazes nao se importam, para quem esta a
procura

da namorada perfeita, aqui fica o facebook.
You don't know who Iam, but I know all about ',
... See more

I ' uma ilusdo?

Para quem diz ser tdo apaixonada. e ter en

O melhor fica sempre par:

Acho que a nossa querida amiga _n:-é::: vai ficar muito feliz em saber de uma das tuas aventuras e eu

v
tenho a prova! Sera que conte? Nao. por agora! resolvam tudo meninas



NO HATE
SPEECH
MOVEMENT

http://www.youtube.com/watch?v=ijZligsRnTgU

A campaign against hate speech online in all its forms, (...) including forms of cyber-
bullying and cyber-hate.

It is based upon human rights education, youth media literacy.

It aims at reducing hate speech and at combating, racism and discrimination in their

online expression; raising awareness about these phenomena is the first objective
of the campaign.

http://www.onlinehatespeechconference.org/
2013/07/09/the-no-hate-speech-movement/




Use your mobile devices wisely in class!

#filosofia
#bomdia

ﬂ 25 October 2010 via Mobile ®

estd a ter aulas com um MESTRE na arte de "ADORMECER" !!! (&)

Like - Comment - Share gh6 D3






Plagiarism and copyright
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€D TEACHERS €D PARENTS © «os \

Teaching _%‘ O P! yrigh ; "

About

. A
digizen.

Digicentral Social Networking Resources Glossary

Home Curriculum Resources

Resources Copyright Uncovered

Use this P Point p and
online content without breaking copyright law. Learn how to respect other

2

View the Copyright View the Copyright

lesson plan and PowerPoint to use in Laugh At It, You're Part Of It
teacher guidance. lessons.

p: lesson plan to help young people understand how to use

Table of Contents

Social Network Detective
Download Download -
Preventing Plagiarism
Perfect Passwords

Roleplay Scenarios

Teaching Copyright Handouts and Support Documents

http://www.digizen.org/digicentral/copyright.aspx

http://www.teachingcopyright.org/resources

creative = st Lcenses PubicDoman  SupptCC Projects News Ste Search Hover your pointer over a student for a question.

Click on student for an answer.
THE STATE OF OPEN ACCESS

Is research more open today as it was a
year ago? As we celebrate
, take a moment to

Learn more

WHAT IS CREATIVE COMMONS? HOW CAN | LICENSE MY WORK? LOOKING FOR CREATIVE WORKS?

http://creativecommons.org/

http://www.cyberbee.com/cb copyright.swf




PLAGIARISM 101 CITING SOURCES ASK THE EXPERTS RESOURCES CHECK FOR PLAGIARISM .

Qlagiarism.org

Features Ri

LEARN MORE or CHECK FOR PLAGIARISM &

Overview
OriginalityCheck
GradeMark
PeerMark

OriginalityCheck

Like everything else In today's digital culture, pla
students' work for Improper citation or potential |
database.

http://www.plagiarism.org/ http://turnitin.com/en_us/features/originalitycheck

Contactus Universities History Testimonies Plagiarism Checker Press Aboutus Sitemap Help Essayhelp RSS Login

The Anti-plagiarism
Scanner

Accurate * Easy * Free

Features Groups Plagiarism Download Editing Services

Viper, the plagiarism checker that's
accurate, easy and free... FREE

Checked your essay for plagiarism? DOWNLOAD

For Microsoft Windows only

To avoid plagiarism, you should always reference correctly according to your

inctititinan'e Anidalinac and nea \inar \inar ic fact haramina tha nlaniariem

http://www.scanmyessay.com/




Resources

HOME | ONLINE ISSUES | RESOURCES | COUNTRIES | SAFER INTERNET DAY | NEWS & EVENTS

¢

FIND AN AWARENESS CENTRE
IN YOUR COUNTRY

REPORT

illegal content

HELPLINES

contact now

WHAT IS INSAFE?

Insafeis a European network of
Awareness Cenires promoting

http://www.saferinternet.org/
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Media and
Information
Literacy

wnnaraan

Carolyn Wilson
Alton
Ramon
Kwame Aky D
Chi<Kim Cheung

http://www.unesco.org/new/en/communication-and-information/
resources/publications-and-communication-materials/publications/full-
list/media-and-information-literacy-curriculum-for-teachers/

Action Coalition for Media Education
Media Education Foundation
National Association for Media

BN

CENTER FOR Literacy Education
SOCIAL MEDIA National Council of Teachers of English
I
sssss 1ot Gemmunicatien Visual Communication Studies Division
S of the International Communication
Association
e ———

Code of .
Best Practices (n
Fair Use for
Media Literacy
Education

Fragran ce Inkenatm esce
helschal Propety

http://mediaeducationlab.com/code-best-

practices-fair-use-media-literacy-education-0




Resources

www.futurelab.org.uk futu-ﬁab

innovation in education

Digital literacy across
the curriculum

Thoughts and facts about the Internetand privacy for ages o-13

a Futurelab handbook

Thoughts and facts about protecting your
personal data for 13-17 year olds

http://www?2.futurelab.org.uk/resources/documents/
handbooks/digital literacy.pdf

http://www.dubestemmer.no/filestore/
Dokumenter/en Engelsk/Dubestemmer EN.pdf




Resources

Young and Online - Activities by
young people for young people.

http://webwewant.eu/handbookdownload/handbook/

Google
3

Good to Know

How to be safer on the Internet and manage

the information you share online

http://static.googleusercontent.com/external content/

]

untrusted dlcp/www.google.com/en//intl/en/goodtoknow/

pdfs/booklet.pdf




Resources

COITIITIOI‘I)Sense First time here? | Signin | Register search our site n
media
NEW
Reviews ¥ Top Picks * Best Apps & Games ¥ Videos Blog Educators AboutUs Research

New Research! Children’s Media Use in America

Our latest Zero to Eight research report documents
current trends and behaviors of young kids' media use
and changes since 2011.

read the report

Zero to Eight

Children’s Media Use in America 2013

Graphite is our new, free service to help teachers find the best digital tools for the classroom.

hY
yReviews @ Education W Advice g Policy

http://www.commonsensemedia.org/




Resources

WHAT WORKS IN EDUCATION THE GEORGELUCAS EDUCATIONAL FOUNDATION

Browse by Schools

About Us Grade Level That Work

Blogs

senin [Jon | I B B

Classroom

Videos Guides

October 25, 2013 | TRENDING Search

FIRecommend 285 W Tweet < 434 Pinit | 278 Share < 443 a Email Print

Digital Citizenship: Resource Roundup

MOCHE

Check out Edutopia's collection of articles, videos, and other resources on internet safety, cyberbullying, To NY HAW K
digital responsibility, and media and digital literacy. (Updated 10/2013)

BY EDUTOPIA STAFF & FRlENDS SHow

R by Topic:
a ~ n JoeouTess v oee QUERO SABER TUDO, MESMO TUDO

-~ S More Like This

[% Digital Citizenship Week: 6 Resources for
Educators

[% Parent Leadership in Education: Resource

Na th ~ht N
e (

Internet Safety Roundup

hing: Managing the Digital Lives of Teens, by Matt Levinson (2013) [ Social Media in Education: Resource Roundup

Principal and blogger Matt Levinson suggests that, as monitoring kids’ online activity becomes increasingly
difficult, schools and parents need to partner more actively in encouraging responsible online behavior

[% Digital Learning Day: Resource Roundup

[% Is School Enough? Exploring Interest-Driven and

portance of Internet Safety, by Heather Wolpert-Gawron (2012) Informal Learnina

http://www.edutopia.org/cyberbullying-internet-digital-citizenship-resources




Resources

RNV Q7 77777777777

Teacher?
Trainer?

? CLICK CEOP

[ Visit ceop.polioe.dJ
Want to know how to use webcam safely? Click

here to download our Webcam with Confidence factsheet.

Come in to find the latest information on the sites you like to visit, mobiles and new technology. Find out
what's good, what's not and what you can do about it. If you look after young people there's an area for
you too — with resources you can use in the classroom, at home or just to get with it. Most importantly,

il > there's also a place which anyone can use to report if they feel uncomfortable or worried about someone
they are chatting to online. All the |nformat|on here is brought to you by the team at the Child Exploitation and Online Protection (CEOP) Centre.
We hope you like it!

http://www.thinkuknow.co.uk/




Resources

Safety & Security Centre

Home  Security  Privacy  Family Safety = Resources

BT Microsoft

Home > Privacy > Take charge of your online reputation

Take charge of your online reputation

Chances are you already have an online reputation, even if you do not know it.

On the Internet, you create an image of yourself through the information you share in blegs, comments, tweets, snapshots,
videos, and links. Others add their own opinions (good or bad), which contribute to your reputation.

Anyone can find this information and use it to make judgments about you. For example, research commissioned by Microsoft
found that of the U.S. hiring managers and job recruiters surveyed, 79% routinely review online reputational information when
considering job applicants.
Most of those surveyed count online reputation as one of their top selection criteria. In fact, 70% of the U.S. hiring managers in
the study they have rejected candidates based on what they found. Top disqualifiers included unsuitable photos and videos,
concerns about the applicant's lifestyle, and inappropriate comments.

= Find out what is on the Internet about you

= Evaluate your online reputation

= Protect your online reputation

= Polish your professional reputation

= Restore your online reputation

Find out what is on the Internet about you

http://www.microsoft.com/security/online-privacy/reputation.aspx




http://www.youtube.com/watch?v=bh20w33ptg0
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http://www.saferinternetday.org/c/document library/get file?
uuid=15f5f3ac-e6bb-4760-b6b0-eb4cad6a9829&groupld=10136
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SAFER
INTERNET
DAY 2014

TUESDAY 11 FEBRUARY

Let's create a better
internet together

www.saferinternetday.org

http://www.saferinternetday.org/web/guest




For a safer school!

Community

Is your school on track with eSafety? Assess your infrastructure, policy and practice and get your personalised action plan now.

Advanced search

Find eSafety Resources

] e.g. social media, chat, ... GO
Are our teachers sufficiently

trained to work with ICT in

B e roOm? Copyright Cyberbullying Data security Information literacy

Online chat Online identity Privacy and personal information
Safe Searching Sexuality and sexualisation

Problems et yo Join the
What would you do? aSafe abe community

)

http://www.seguranet.pt/como-participar http://www.esafetylabel.eu/web/guest




https://twitter.com/limaluisas
http://www.scoop.it/t/teach-and-

tech

Thank you!

limaluisa5@gmail.com




